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Abstract- Privacy-preserving routing is crucial for some ad hoc 
networks that require stronger privacy protection. A number of 
schemes have been proposed to protect privacy in ad hoc 
networks. However, none of these schemes offer complete 
unlinkability or unobservability property since data packets 
and control packets are still linkable and distinguishable in 
these schemes. In this paper, we define stronger privacy 
requirements regarding privacy-preserving routing in mobile 
ad hoc networks. Then we propose AODV to offer complete 
unlinkability and content unobservability effectively for all 
types of packets. AODV is efficient as it uses a novel 
combination of group signature and ID-based encryption for 
route discovery. Security analysis demonstrates that AODV 
can well protect user privacy against both inside and outside 
attackers. We implement AODV on ns2,thus the proposed 
system is to detect and prevent the wormhole attacks in 
MANET using path tracing. 

Index terms: Security protocols, security, privacy, unlinkability 
and unavailability. 

I. INTRODUCTION 

Privacy protection of mobile ad hoc networks is more 
demanding than that of wired networks due to the open nature 
and mobility of wireless media. In wired networks, one has to 
gain access to wired cables so as to eavesdrop 
communications. In contrast, the attacker only needs an 
appropriate transceiver to receive wireless signal without being 
detected. In wired networks, devices like desktops are always 
static and do not move from one place to another. Hence in 
wired networks there is no need to protect users’ mobility 
behavior or movement pattern, while this sensitive information 
should be kept private from adversaries in wireless 
environments. Otherwise, an adversary is able to profile users 
according to their behaviors, and endanger or harm users based 
on such information. Lastly, providing privacy protection for 
ad hoc networks with low-power wireless devices and low-
bandwidth network connection is a very challenging task. 
Privacy protection in routing of MANET has interested a lot of 
research efforts. A number of privacy-preserving routing 
schemes have been brought forward. However, existing 
anonymous routing protocols mainly consider anonymity and 
partial unlinkability in MANET, most of them exploit 
asymmetric feature of public key cryptosystems to achieve 
their goals. Complete unlinkability and unobservability are not 
guaranteed due to incomplete content protection. Existing 
schemes fail to protect all content of packets from attackers, so 
that the attacker can obtain information like packet type and 

sequence number etc. This information can be used to relate 
two packets, which breaks unlinkability and may lead to source 
traceback attacks. Meanwhile, unprotected packet type and 
sequence number also make existing schemes observable to the 
adversary. Until now, there is no solution being able to achieve 
complete unlinkability and unobservability. 

Unfortunately, unlinkability alone is not enough in hostile 
environments like battlefields as important information like 
packet type is still available to attackers. Then a passive 
attacker can mount traffic analysis based on packet type. In this 
case, it is preferable to make the traffic content completely 
unobservable to outside attackers so that a passive attacker 
only overhears some random noises. However, this is far from 
an easy task because it is extremely difficult to hide 
information on packet type and node identity. Furthermore, a 
hint on using which key for decryption should be provided in 
each encrypted packet, which demands careful design to 
remove linkability. Another drawback of most previous 
schemes is that they rely heavily on public key cryptography, 
and thus incur a very high computation overhead.Hence we 
further refine unobservability into two types: Content 
Unobservability, referring to no useful information can be 
extracted from content of any message and another type is 
Traffic Pattern Unobservability, referring to no useful 
information can be obtained from frequency, length, and 
source-destination patterns of message traffic. This paper will 
focus on content unobservability, which is orthogonal to traffic 
pattern unobservability, and it can be combined with 
mechanisms offering traffic pattern unobservability to achieve 
truly unobservable communication. 

II. RELATED WORK 

A number of anonymous routing schemes have been proposed 
for ad hoc networks in recent years, and they provide different 
level of privacy protection at different cost. Most of them rely 
on public key cryptosystems (PKC) to achieve anonymity and 
unlinkability in routing. Although asymmetry of  PKC can 
provide better support for privacy protection,expensive PKC 
operations also bring significant computation overhead.Most 
schemes are PKC-based and the ANODR scheme proposed by 
Kong et al. [5] is the first one to provide anonymity and 
unlinkability for routing in ad hoc networks.Based on onion 
routing for route discovery, ANODR uses one-time 
public/private key pairs to achieve anonymity and 
unlinkability, but unobservability of routing messages is not 
considered in its design. During the route discovery 
process,each intermediate node creates a one-time 
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public/private key pair to encrypt/decrypt the routing onion, so 
as to break the linkage between incoming packets and 
corresponding outgoing packets. However, packets are publicly 
labeled and the attacker is able to distinguish different packet 
types, which fails to guarantee unobservability as discussed. 
Meanwhile, both generation of one-time PKC key pairs (this 
can be done during idle time) and PKC encryption/decryption 
present significant computation burden for mobile nodes in ad 
hoc networks. 

ASR [6], ARM [7], AnonDSR [8] and ARMR [9] also make 
use of one-time public/private key pairs to achieve anonymity 
and unlinkability. ASR is designed to achieve stronger location 
privacy than ANODR, which ensures nodes on route have no 
information on their distance to the source/destination node.As 
the routing onion used in ANODR exposes distance 
information to intermediate nodes, ASR abandons the onion 
routing technique while still make use of one-time 
public/private key pair for privacy protection. ARM [7] 
considered to reduce computation burden on one-time 
public/private key pair generation.Different from the above 
schemes, ARMR [9] uses one-time pubkic keys and bloom 
filter to establish multiple routes for MANETs. Besides one-
time public/private key pairs, SDAR [10] and ODAR [11] use 
long-term public/private key pairs at each node for anonymous 
communication. These schemes are more scalable to network 
size, but require more computation effort. For example, SDAR 
is similar to ARM except ARM uses shared secrets between 
source and destination for verification. Unfortunately, ODAR 
provides only identity anonymity but not unlinkability for 
MANET, since the entire RREQ/RREP packets are not 
protected with session keys. A more recent scheme [12] 
provides a solution for protecting privacy for a group of 
interconnected MANETs, but it has the same problem as 
ODAR.MASK [13] is based on a special type of public key 
cryptosystem, the pairing-based cryptosystem, to achieve 
anonymous communication in MANET. MASK requires a 
trusted authority to generate sufficient pairs of secret points 
and corresponding pseudonyms as well as cryptographic 
parameters.Hence the setup of MASK is quite expensive and 
may be vulnerable to key pair depletion attacks. The RREQ 
flag is not protected and this enables a passive adversary to 
locate the source node. Moreover, the destination node’s 
identity is in clear in route request packets. Though this would 
not disclose where and who the destination node is, an 
adversary can easily recover linkability between different 
RREQ packets with the same destination, which actually 
violates receiver anonymity as defined in [1]. 

An anonymous location-aided routing scheme ALARM [14] 
makes use of public key cryptography and the group signature 
to preserve privacy. The group signature has a good privacy 
preserving feature in that everyone can verify a group signature 
but cannot identify who is the signer. But ALARM still leaks 
lot sensitive privacy information: network topology, location of 
every node. Similar to ALARM, PRISM [15] also employs 
location information and group signature to protect privacy in 
MANETs. A closely related research direction along this line is 
anonymous routing in peer-to-peer systems, which has been 
investigated heavily too. Interested readers are referred to [16], 
[17] for details. To summarize, public key cryptosystems have 

a preferable asymmetric feature, and it is well-suited for 
privacy protection in MANET. As a result, most anonymous 
routing schemes proposed for MANET make use of public key 
cryptosystems to protect privacy. However, existing schemes 
provide only anonymity and unlinkability, while 
unobservability is never considered or implemented by now. 
An obvious drawback in existing schemes is that packets are 
not protected as a whole. Information like packet types, 
trapdoor information, and public keys is simply unprotected in 
current proposals, and these can be exploited by a global 
adversary to obtain useful information. 

III. METHODOLOGIES 

The design of USOR offers strong privacy protection complete 
unlinkability and content unobservability for ad hoc networks. 
The security analysis demonstrates that USOR not only 
provides strong privacy protection, it is also more resistant 
against attacks. The simulation results show that USOR not 
only has satisfactory performance compared to AODV, but 
also achieves stronger privacy protection than existing schemes 
like MASK. The existing work has been implemented by using 
DSR protocol. Existing schemes fail to protect all content of 
packets from attackers, so that the attacker can obtain 
information like packet type and sequence number and so on. 
The contributions of this paper include: 
        1) We provide a thorough analysis of existing anonymous 
routing schemes and demonstrate their vulnerabilities. 
       2) We propose USOR, to our best knowledge, the first 
unobservable routing protocol for ad hoc networks, which 
achieves stronger privacy protection over network 
communications.  
       3) Detailed security analysis and comparison between 
USOR and other related schemes are presented in the paper. 
      4) We implemented USOR on ns2. 
In existing they study how to defend against wormhole attacks, 
which cannot be prevented with USOR.   
ANODR uses one-time public/private key pairs to achieve 
anonymity and unlinkability, but unobservability of routing 
messages is not considered in its design. 
Another drawback of most previous schemes is that they rely 
heavily on public key cryptography, and thus incur a very high 
computation overhead. 

IV. PROPOSED WORK 

Path tracing is a computer graphics method of rendering 
images of three dimensional scenes such that the global 
illumination is faithful to reality. Fundamentally, the algorithm 
is integrating over all the illuminance arriving to a single point 
on the surface of an object. This illuminance is then reduced by 
a surface reflectance function to determine how much of it will 
go towards the viewpoint camera. This integration procedure is 
repeated for every pixel in the output image. When combined 
with physically accurate models of surfaces, accurate models 
of real light sources (light bulbs), and optically-correct 
cameras, path tracing can produce still images that are 
indistinguishable from photographs.Path tracing naturally 
simulates many effects that have to be specifically added to 
other methods (conventional ray tracing or scanline rendering), 
such as soft shadows, depth of field, motion blur, caustics, 
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ambient occlusion, and indirect lighting. Implementation of a 
renderer including these effects is correspondingly 
simpler.Path Tracing (PT) algorithm for detection and 
prevention of wormhole attack as an extension of AODV 
protocol. The PT algorithm runs on each node in a path during 
the AODV route discovery process. It calculates per hop 
distance based on the RTT value and wormhole link using 
frequency appearance count. MASK is based on a special type 
of public key cryptosystem, the pairing-based cryptosystem to 
achieve anonymous communication in MANET.Every node in 
a path has to compute per hop distance of its neighbor with the 
previous per hop distance to identify the wormhole attack. The 
corresponding node detects the wormhole if per hop distance 
exceeds the maximum threshold range. In the routing process 
the wormhole link participates number than the normal link. 
This factor is used to detect the wormhole link using a link 
frequent appearance count. 

 

Fig.1. System Architecture for Detecting Wormhole 
Attack 

A. Node deployment and packet routing 

Packets are forwarded using source routing. Let us consider a 
group of random mobile nodes consists of a set R= {r1, r2, 
r3…., rn} that communicate each other using radio 
transmission and the neighboring node communicate each 
other in a bidirectional fashion. For neighboring nodes, the 
distance between them must be less than a predefined 
distance‘d’. We do not concentrate on assumptions on how the 

nodes make use of MAC protocol to gain access in radio 
transmission. The network is designed such that it has loose 
clock synchronization. All nodes in ad hoc environment may or 
may not be resource controlled. 

B. Wormhole attack detection 

The source node floods the route request (RREQ) packets 
through immediate neighbors towards destination. When it 
reaches the destination, it sends back route reply (RREP) in the 
reverse path. The path details are stored in the AODV routing 
cache. In order to detect the wormhole, we optimize the 
general DSR header by adding extra fields. Prior per hop 
distance field, per hop distance field and timestamp fields are 
added to the header of each packet. We consider both prior per 
hop distance and per hop distance so as to compare the 
difference between the two distances. If the difference is too 
large that exceeds the maximum threshold value, then 
wormhole is detected. All nodes that participate in the routing 
mechanism perform this operation. 

C. Per Hop Distance Estimation 

The presence of wormhole can be detected by calculating the 
distance between each hop in a path. We consider round trip 
time (RTT) value to calculate the per hop distance. RTT is 
defined as RREQ and RREP propagation time between the 
source and destination. Let us consider the RTT calculation 
between two nodes A and B where both the nodes are non 
wormhole nodes. The calculation of per hop distance is 
performed during the route discovery process in order to 
reduce the routing overload. Each node must run theper hop 
distance calculation using RTT value and store the estimated 
per hop distance value in packet header. The wormhole can be 
detected using the information in the packet header.  

D. Analysis of Frequent Appearance of a link 

In order to detect the wormhole attack effectively,a link can be 
checked whether it participates in the  routing very often. We 
can find frequent appearance (FAcount) of a link (Lj) in a path 
by using the formula, FAcount = Maximum number of times 
that Ljparticipates in a path = NjTotal number of available 
links in a path N. As there are many links in a path, it can also 
be used to detect wormhole attacks. If a link in a path 
frequently takes place in routing such that its count exceeds the 
frequent appearance threshold (FATh), then it is a wormhole 
link. The frequent appearance count information is gathered 
only through the monitoring and marked in cache. Our 
proposal iseasy to implement with reduced overhead and 
requirements and does not rely on tight time synchronization. 
Every node must calculate RTT only using its own clock. 

E. Packet Delivery Ratio and throughput 

PDR is the proportion of the total amount of packets reached 
the receiver and amount of packet sent by the source. If the 
amount of malicious node increases, PDR also decreases 
gradually. The higher mobility of nodes causes PDR to 
decrease. The network throughput for the different percentage 
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of nodes. The throughput decreases as the amount of 
malevolent nodes increase PDR = Total amount of data packet 
received (Receiver) /Total amount of packet sent (Source) 

PATH TRACING ALGORITHM: 

Steps to detect the wormhole attacks: 
Step 1: Nodes in a path computes RTT values based on the 
time between the        RREQ sent and RREP received. The 
RTT computation is based on its own clock.  
Step 2: Compute per hop distance value using RTT value. The 
computed per hop distance value and timestamp are stored in 
each packet header.  
Step 3: These informations are stored to identify the wormhole 
link. Every node in a path computes per hop distance with its 
neighbor and compares it with the prior per hop distance. If the 
per hop distance exceeds the maximum threshold range, RTh, 
go to step 4.  
Step 4: Check for the maximum count a link takes part in the 
path. If FAcount> FATh, then the link is wormhole.  
Step 5: Mark the link as wormhole and the corresponding node 
informs other nodes to alert the network. These wormhole 
nodes are then isolated from the network. 
 

V. CONCLUSION 

USOR offers strong privacy protection complete unlinkability 
and content unobservability for ad hoc networks. The security 
analysis demonstrates that USOR not only provides strong 
privacy protection, it is also more resistant against attacks due 
to node compromise. We implemented the protocol on ns2 and 
examined performance of USOR, which shows that USOR has 
satisfactory performance in terms of packet delivery ratio, 
latency and normalized control bytes. Wormhole attack cannot 
be prevented with USOR protocol so I proposed AODV 
protocol for detecting and preventing of wormhole attacks 
using path tracing approach. 
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